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1. Executive Summary 
 
The VeriSign Naming and Directory Services (VNDS) offers registry services through 
the Shared Registration System (SRS) for the various key top level domain names that 
VeriSign is in the business of managing.  The way registrar applications connect to 
these registry services is typically using a published domain name.  It is critical that all 
registrar applications use this published domain name instead of the ip address, and 
also respect the time to live (ttl) setting on the ip address associated with the domain 
name.  The reason for this is VeriSign may change the ip address associated with the 
domain name to move the services from one data center to another or to balance load 
across multiple data centers.  
 
VeriSign is aware that many of the registrars use Java as their programming platform. 
The default behavior of Java is to cache DNS lookups for the lifetime of the Java 
process, which is contrary to standard DNS behavior and will cause unplanned outages 
to the customer if the best practices in this document are not followed.  
 
The purpose of this document is to outline this issue and a set of best practices in using 
DNS as a client in Java applications. 

 

2. How DNS Caching is done in Java? 
 
The java.net.InetAddress class has a cache to store successful as well as 
unsuccessful host name resolutions. The positive and negative caching is there to 
improve performance.  The positive caching is also there to guard against DNS spoofing 
attacks.  
 

By default, the result of positive host name resolutions is cached forever, because there 
is no general rule to decide when it is safe to remove cache entries. The result of 
unsuccessful host name resolution is cached for a very short period of time (10 
seconds) to improve performance.  

 

Under certain circumstances where it can be determined that DNS spoofing attacks are 
not possible, a Java security property can be set to a different Time-to-live (TTL) value 
for positive caching.  Likewise, one can configure a different negative caching TTL value 
when needed.  
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Once an application has performed network access (i.e. Socket, URLConnection, 
parsing of xml document with external references, etc), the DNS settings get cached so 
any subsequent operation will use the old settings even if the real settings have 
changed.  To reset everything, you have to restart the server since the default setting 
JVM setting is to cache forever.  
 

For connecting to VeriSign systems, we recommend that registrar applications set a ttl 
value of 0.  Since connections are long lived the overhead of this setting should be 
negligible. 

 

3. Managing and Configuring JVM DNS Cache Settings 
 
There are two properties that can be used to override the default behavior.  These two 
Java security properties control the TTL values used for positive and negative host 
name resolution caching.  They are: 
 
networkaddress.cache.ttl  

This property indicates that the caching policy for successful name lookups from 
the name service.  The value is specified as an integer to indicate the number of 
seconds to cache the successful lookup.  The default value of this property is -1, 
which means the successful DNS lookup value will be cached for ever in the 
JVM.    If the value is set as 0, then it means that it will not cache successful DNS 
lookup up.  Any other positive value indicates that successful DNS lookups will 
be cached for that many seconds. 

 
 

networkaddress.cache.negative.ttl  
This property indicates the caching policy for unsuccessful name lookups from 
the name service.  The value is specified as an integer to indicate the number of 
seconds to cache the unsuccessful lookup.  The default value of this property is 
10, which means that unsuccessful DNS lookup value will be cached for 10 
seconds in the JVM.    If the value is set as 0, then it means that it will not cache 
successful DNS lookup up.  Any other positive value indicates that unsuccessful 
DNS lookups will be cached for that many seconds. 

 
 
The above mentioned properties are not regular Java properties, but instead security 
related properties.  Hence these properties can be set by one of 2 ways: 
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1. Edit the $JAVA_HOME/jre/lib/security/java.security by changing the 
value of the networkaddress cache properties in the file.   The advantage of this 
solution is that it is a non-programmatic solution.  The disadvantage is that since 
JVMs are global resources, used by multiple applications, the setting may not 
suite all applications. 

2. Use java.security.Security.setProperty(“propertyname”, 
“value”) to programmatically set the property .  The disadvantage of this 
solution is that it is a programmatic solution.  The advantage is that other 
applications using the same JVM are not affected. 

 

For example, java.security.Security.setProperty 
("networkaddress.cache.ttl" , "0"); 

4. Managing and Configuring Alternative JVM DNS Cache Settings 
 
There are two other properties that can are Sun private system property which 
corresponds to the two properties discussed in the previous settings.  They are: 
 
sun.net.inetaddr.ttl  

This is a sun private system property which corresponds to 
networkaddress.cache.ttl.   It takes the same value and has the same 
meaning, but can be set as a command-line option.  However, the preferred way 
is to use the security property mentioned above. 

 
sun.net.inetaddr.negative.ttl  

This is a sun private system property which corresponds to 
networkaddress.cache.negative.ttl.  It takes the same value and has 
the same meaning, but can be set as a command-line option.   However, the 
preferred way is to use the security property mentioned above. 

 
 

These values can be set by adding -Dsun.net.inetaddr.ttl=value and -D 
sun.net.inetaddr.negative.ttl=value on the command line when starting the 
JVM.   It is also important to note that values are effective only if the corresponding 
networkaddress.cache.* properties are not set. 
 

5. Differences in Java Virtual Machines 
The DNS settings of Java Virtual machines outlined in this document are per the Java 
Specification.  However, some implementations of Java Virtual Machines may have 
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alternate interpretations of this specification, and thus it is the responsibility of the 
registrars to test the DNS caching and the effects of these settings on their applications. 
 

6. Conclusion 
 

It is critical that VNDS customers using Java understand the default behavior of DNS 
caching and configure their Java based servers to use a ttl of 0. 
 
 
 
 


