VERISIGN’ DATA SHEET

VERISIGN® IDEFENSE® FRAUD

MITIGATION SERVICES

AS MALICIOUS THREATS CONTINUE TO PROLIFERATE THROUGH

INCREASINGLY

FREQUENT AND COMPLEX MALWARE AND PHISHING ATTACKS, ORGANIZATIONS
REQUIRE THE ABILITY TO MITIGATE AND MANAGE RISK TO GUARD CRITICAL
INFRASTRUCTURES, SENSITIVE DATA, BRAND REPUTATION, AND TRUST AMONGST

CUSTOMERS AND BUSINESS PARTNERS.

Effective and timely fraud prevention
and risk management requires
advanced intelligence to allow
prevention and shutdown of phishing
and malicious code attacks, and to
permit visibility into known malicious
[Ps, victims, or infected IP lists.

In addition, organizations require
advanced intelligence to provide
insight into malicious code drop sites
and underground marketplaces used
to buy and sell stolen credentials
and to recover stolen credentials to
mitigate the impact and potential loss.

Verisign® iDefense® Fraud Mitigation
Services offer mitigation solutions

and response strategies that assist
security practitioners in managing risk
involved in online fraud. By monitoring
known malicious |Ps and preventing
phishing and malware attacks,
Verisign iDefense delivers services
and strategies that improve fraud
response. Specific Verisign iDefense

Fraud Mitigation
Services include:

« Comprehensive solutions built on
years of experience and industry
alliances to quickly detect and
shut down traditional phishing and
malware-based phishing attacks

Daily intelligence updates allowing
customers to monitor address space
and block traffic from malicious IPs

« Access to Verisign iDefense
intelligence focused around fraud
mitigation that includes trends in
credential theft and recovery

Verisign iDefense analysts have a
unique, powerful focus with years of
experience in dealing with malicious
actors in underground marketplaces.
Verisign iDefense has served financial
services, retailers, and e-tailers for
many years, and has built a set of
tools to successfully and proactively
find and eliminate fraud at the source.

PHISHING AND MALICIOUS
CODE ATTACK PROTECTION

Leveraged by an extensive network of
industry alliances, Verisign iDefense
Phishing Shutdown and Verisign
iDefense Malcode Takedown Services
emphasize prevention while quickly
detecting and effectively shutting
down attacks that are underway.

REPUTATION PROTECTION

THROUGH PERSONALIZED
PROFILES AND DELIVERY

NOTIFICATION

Available through the Verisign
iDefense portal, customers can
receive notifications anytime, on
any device, anywhere in the world.
As Verisign analysts discover

new vulnerabilities, the Verisign
iDefense portal delivers information
to customers through customizable
profiles that give the right people in
an organization the information to
proactively mitigate vulnerabilities



before malicious actors can exploit
them.

PROTECTION AGAINST ONLINE
FRAUD

Verisign iDefense IP Reputation
Feed provides a time-sensitive and
comprehensive |P Blacklist to help
customers monitor their address
space, search for malware internally,
or block IPs which may be used in
fraudulent transactions.

ABOUT VERISIGN®
IDEFENSE® SECURITY
INTELLIGENCE SERVICES

Verisign iDefense Security Intelligence
Services gives information security
executives access to accurate and
actionable cyber intelligence related
to vulnerabilities, malicious code,

and global threats 24 hours a day,

7 days a week. Verisign iDefense
in-depth analysis, insight, and

VERISIGN"

response recommendations help
keep businesses and government
organizations ahead of new and
evolving threats and vulnerabilities.

LEARN MORE

For more information about
Verisign iDefense Security
Intelligence Services, please e-mail
learnmore@verisign.com or visit us
at www.verisigninc.com/idefense.
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